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Of the many notebook computers which are stolen, a large number are subsequently recovered. However, if the  
device is password protected, and the serial number has been removed, then it is difficult for police or other  
authorities to trace the legitimate owner. The squad dedicated to computer related crime do not have sufficient  
resources to conduct a thorough forensic examination of every laptop in order to determine its rightful owner.  
This project aims to produce a tool which can be used by virtually any police officer, or other person, which does  
not alter the hard drive in any fashion.  This tool will be used to identify the original owner of a laptop with a  
view to having it returned to them.  This paper outlines the various phases of the project and the testing methods  








the claimed value of   the data  on   the  stolen device.  The most   recent  Australian  report  on  computer  crime, 




























identification of   the recovered  laptops.  This will  allow for  several   important  outcomes.  The first,  and most 
important   for   the   legitimate  owner,   is   the   recovery  of   their   laptop.  Both   the  device   itself  and   information 
contained in it will be important to them. To the police, identification of the original owners will allow for an 
increase   in   the   so­called   clear   up   rate,   an   aspect  which   is   of   importance   to   them.  Thirdly,   the   insurance 

























has  been formatted,  no data  will  be  available   to  an   investigator  at  a   topical   level.  At   this  point,   it  will  be 
necessary to examine the drive using a forensic analysis tool in order to attempt to recover information. This 
functionality will be added to the basic application, but user intervention, and thus training, will be kept to a 


























the  native  hard drive.  To achieve   this,   a   live  CD will  be  built,  based on  a   linux distribution.  This  disc   is 











































addition,   there   are   numerous   other   applications   which   also   store   user   information   in   the   registry   hives. 
Information is also stored about other applications, such as messenger clients and email programs (AccessData 






























































































For the first phase, application testing will be fairly simple and will ensure that the hard drive is not altered, and 
that it is not possible for the user to interact with the subject laptop in any fashion. To this end, testing will 
mostly mirror that of the live CD.
CONCLUSION
The aim of the LIARS project is to develop a tool that can be used by a police officer, or other investigator, with 





Future  phases  will   add additional   functionality   to   the LIARS system,  with   the  ultimate  aim  to  incorporate 
“phone   home”   ability.   Future   research  will   look   at   examining  Windows   installations   for   other   sources   of 
identifying information, in addition to those being used now. Searching of email for user details is a potential 
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